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1.  General provisions

1.1 Interaction principles

The interaction of the experiment participants and the TT IS operator is implemented
electronically. The paper documentation exchange is not foreseen. The electronic interaction is
performed using one of the following options:

1. Submission of information. Exchange of soft copies that are the base for amendments to
the TT IS registers. Submission of information is defined as the obligation of participants.

2. Information request. The exchange when the information from the TT IS registers is
provided to the participants in accordance with the established permits on information
receiving; no amendments are to be incorporated into the registers. The request and the
further submission of information from TT IS is initiated by a participant at own and sole
discretion and applied, for instance, to verify marking codes statuses or participant’s
registration status.

The electronic interaction is performed by the exchange with soft copies in accordance with the
established regulation. Enhanced and qualified electronic signature (EQES) is used for legally
applicable electronic documents.

The electronic interaction is performed by means of the TT IS application programming
interfaces (API) and information systems of participants.

The interaction is provided via the “client-server” model, where the TT IS is a server and the
software of a participant is the client.

At interaction via API the following requirements are fulfilled:

1. Authentication and login of a participant (definition of jurisdictions for implementation
of electronic interaction) is performed by means of EQES.

2. When submitting and requesting the information, the protection is performed via
TLS/HTTPS

(GOST 28147-89) via encrypted data transmission channel to the Operator by CIPF
certified in the Russian Federation (GOST R 34.10-2012).

The link for the TT IS industrial version: ismp.crpt.ru, the link for the TT IS demo version:
demo.fashion.crpt.ru.

TT IS REST API responses can contain additional auxiliary json attributes that are not specified
in the documentation. Unknown attributes shall be ignored.

Json of RFC 7159 standard is used for exchange with the TT IS
(https://tools.ietf.org/html/rfc7159)



http://ismp.crpt.ru/
http://demo.fashion.crpt.ru/
https://tools.ietf.org/html/rfc7159

The maximum document size transmitted via APl shall not exceed 70 MB.

All values of attributes in json and cvs formats that are valued in money (prices, taxes, etc.) shall
be indicated in kopecks.

1.2 Authentication

NOTE:

All APl methods of interaction with the TT IS require passing of the Authorization: Bearer
<token> parameter in the header where token is an authentication token.

To receive an authentication security token of a turnover participant in the TT IS, API
authentication and registration by means of EQES are implemented (see clause 2).

2. APl authentication

2.1 APl authentication

To receive an authentication token, it is required to request in the TT IS an array of random data
(GET /api/v3/auth/cert/key), sign them by the EQES and send to the TT IS for verification
(POST /api/v3/auth/cert/). If signature verification is successful, the TT IS returns an
authentication token in jwt format (see jwt.io)

2.1.1 Method of random data output for signing with electronic signature
URL.: /api/v3/auth/cert/key
Method: GET

Request example:

curl -v https://ismp.crpt.ru/api/v3/auth/cert/key

OrBeT:

< HTTP/1.1 200

< Server: nginx/1.14.0

< Date: Fri, 25 Jan 2019 15:49:47 GMT

< Content-Type: application/json;charset=UTF-8
< Transfer-Encoding: chunked

< Connection: keep-alive

<

*

Connection #0 to host ismp.crpt.ru left intact


http://jwt.io/

{"uuid":"b7blabc9-f4ee-47db-8a20-
£80ac83504e8", "data" : "ONRPNPFGJZFUXCERQMTWLRMBRNRAAP" }

Response parameters:

Parameter | Type Description
uuid string | Unique identifier with generated random data
data string | Random data string

Response example:

{

"uuid":"<GUID>",

"data" :"<RANDOM STRING>"
}

http response status in case of success: 200 - OK

2.1.2 Method of obtaining an authentication security token
URL.: /api/v3/auth/cert/key

Method: POST

Request header parameters:

e Authorization: Bearer <token>
e Content-Type: application/json

Request body parameters:

Parameter | Type | Necessity Description

uuid strin N Unique identifier of signed random data (uuid from GET method
g lapi/v3/auth/cert/key)

data string + Random data signed by the EQES of the registered participant in

base64 (attached electronic signature)

Body request:

{
"yuid":"<GUID>",
"data":"<[lomnmucaHHEHE IaHHHE B baseb64 (OII npucoelmHeHHas) >"

}

Response parameters:



Parameter | Type Description

token string | Authentication token in JWT format (https://jwt.io/)

Response:
{

"token" :"<JWT token>"
}

JWT token parameters:

Parameter Type Description
user_status string | current status of the user inthe TT IS
full_name string | user full name
scope array | TT IS auxiliary attribute
inn string | INN of the participant
id number | User registration number in the TT IS
pid number
position string | Title of the participant
exp number | Expiration time, Unix-time format
organization_status | string | User registration status in the TT IS
authorities array | TT IS auxiliary attribute
jti string | TT IS auxiliary attribute
client_id string | TT IS auxiliary attribute

JWT token example:

{

"user status": <STRING>, npumep: "ACTIVE",

"full name": <STRING>, npmmep: "TecroBa Bepa BiammMuposHa",

"scope": <MACCUB CTPOK>, npumep [ "trusted" 1],

"inn": <STRING>, npumep: "6820022500",

"id": <NUMBER>, npumep: 50,

"pid": <NUMBER>, npumep: 12

"position": "<STRING>", npuMep: PYKOBOIMUTEJIb

"exp": <NUMBER>, npumep: 1548525191,

"organization status": <STRING>, npmmep: "REGISTERED"

"authorities": <MACCUB CTPOK>, npmumep: [ "0000000000",
"ROLE ORG TRADE PARTICIPANT"],

"Jti": <STRING>,


https://jwt.io/

"client id": "crpt-service"

}

http response status in case of success: 200 - OK

Request example:

curl -X POST -v 'https://ismp.crpt.ru/api/v3/auth/cert/' -H 'content-type:
application/Jjson;charset=UTF-8' --data-binary '{"uuid":"50b47eeb-3dbc-46a8-
beld-dacl7449%9aaad", "data" :"<[lomnmucaHHBIE IaHHBE B base64>"'

OrBeT:

HTTP/1.1 200

server: nginx/1.14.1

date: Sat, 26 Jan 2019 07:46:11 GMT

content-type: application/json;charset=UTF-8
vary: Origin

vary: Access—-Control-Request-Method

vary: Access—-Control-Request-Headers
access-control-allow-origin: https://ismp.crpt.ru
access-control-allow-credentials: true

ANNANNNANNNNANNNNA

>*

Connection #0 to host ismp.crpt.ru left intact
{"token" :"eyJhbGciOiJIUzI1INiIsInR5cCI6IkpXVCI9.eyJ1lc2VyX3NOYXR1cyI6IkFDVEIWRS
IsImZ1lbGxfbmFtZSI6ItCalL7QvIGLOLVQvtCy0OLAGOJLOtdGAOLAGOJLOQUICWOLTQUNC80LJRgNC

OLLOvdCwIiwidXN1lclOuYW1llIjpudWxsLCJIJzY29wZSI6WyJ0cnVzdGVkI10sImlubiI6IjY4MIAwWM
JI1IMDAILCIpZCI6NTASIMVAcCIOMTUOODUYNDc3MSwiYXV0aGOyaXRpZXMiOlsiSUS0XzY4AM)AWM]
I1IMDAIiLCJISTOxXFX09SR19UUKFERVIQQVJUSUNJUEFOVCJIALCJIqdGkiOidJmODIOZWU3ZC11Mzh1LTR
kMDAtYmY2ZS1hMmE4NMJ)YjMzOGQiLCIJbGl1lbnRfaWQiOiJjcnBOLXN1cnZpY2UifQ. . mWffwihDE
aYFzstREFIFg4Ni2wYNG6fMY7VECKIbbCjwU" }

3.  Marking codes and goods

3.1 Method for MC list output by a set filter with detailed
information on MC

The method returns a detailed list of marking codes that are currently available for the company
(for the requesting company, a token contains INN) by a set filter.

URL.: /api/v3/facade/identifytools/list\V2
Method: GET
Request header parameters: Authorization: Bearer <token>

Request parameters:

Parameter Type | Necessity Description




Filtering

Marking code (both full and partial matches are

cis string "~ | admissible)

Emission date “from” is specified in yyyy-MM-

emissionDateFrom | string - dd'T'HH:mm:ss.SSS'Z format

Example: 2019-01-01T03:00:00.000Z

Emission date “to” is specified in yyyy-MM-
dd'T'HH:mm:ss.SSS'Z format

emissionDateTo string -
Example: 2019-01-10T03:00:00.000Z
gtin string - Global Trade Item Number
sn string - Serial number
tnVed10 string - 10-character code of EEU TNVED
producerinn string - INN of the producer
Current status of MC. List of available values:
Array
cisStatus of ) e APPLIED - emitted.lIssued
string e INTRODUCED - released into turnover
listings e RETIRED - dropped out
Emission type. List of available values:
e LOCAL - production in the Russian
Federation
- String e FOREIGN - imported to the Russian
emissionType - - -
listing Federation

e REMAINS - marking of remaining amount
e CROSSBORDER - imported from EEU
countries

withdrawReason string - Reason for MC withdrawal from turnover

Display commodity packages only. List of available
values:

packs String - e ALL - Goods and packages

listing e UNIT - Goods only
e PACK - Packages only




MC status in an aggregate (packed/not packed/all).
List of available values:
cisAggregationState ﬁgt:rr:g - e PACKED - Packed
g o« NOT_PACKED - Not packed
e ANY - Any
Name of goods group (see the list of available goods
pg string groups in the “List of supported goods groups”
appendix). Optional parameter.
Pagination/Sorting
Sorting type (ascending/descending). List of
available values:
order String -
listing e ASC - ascending
e DESC - descending
uit String - MC value-"starting points” for records sorting.
orderedColumnValue | String - Column value-"starting points” for records sorting.
_ Column name used for sorting. List of available
orderColumn String - values:
listing
emd - emission date
Selection of direction (forward/backward) for
pagination. List of available values:
ageDir String -
Pag listing e NEXT - forward
e PREV - backward
- Maximum number of records that returns as a
limit Integer -
response.
Response parameters:
Parameter Type Description

results - list of information on MC

cis string

Marking code (MC)

gtin string

Goods GTIN




tnVedEaes number | 10-character TNVED code
tnVedEaesGroup | number | 4-character TNVED code
productName string | Product name
emissionDate string | MC emission date, yyyy-MM-dd' T'"HH:mm:ss.SSS'Z format
ownerinn string | INN of the goods owner
ownerName string | Name of the goods owner
MC status:
status strin e APPLIED - emitted.lIssued
g e INTRODUCED - released into turnover
e RETIRED - dropped out
Production type:
e LOCAL - production in the Russian Federation
emissionType string e FOREIGN - imported to the Russian Federation
e REMAINS - marking of remaining amount
e CROSSBORDER - imported from EEU countries
countChildren number | Number of goods items in a packing.

. Packing type: UNIT - goods item, LEVEL1 - first level aggregate,
packType string LEVEL2 - second level aggregate, LEVEL3 - third level aggregate
parent string | Parent aggregate code, if a goods item is in a packing

. . Previous marking code value, if goods identification code was
prevCis string
remarked
Response:
{
"results": [
{
"cis": "<KM>",
"gtin": "<GTIN>"
"tnVedEaes": "<10-Tu 3HauHbem kom TH BOIO>", npumep "6401990000",
"tnVedEaesGroup": "<4-x sHauHelM konm TH B3I>", npumep "6405",
"productName": "<HaumMeHOBaHMe ToBapa>"
"emissionDate": "<Jlara sumccum KM>", npumep "2019-01-23T08:24:21.048zZ",
"ownerInn": "<UMHH coBcTBeHHHMKa ToBapa>"
"ownerName": "<HammeHOBaHMe MnpomzBonuresisa>"
"status": "<craryc KM>", npmumep "INTRODUCED",

"emissionType":

"<tmun npomszssomcTea>", npmuMep "LOCAL"




}
1,
"total": 68

}

http response status in case of success: 200 - OK

Request example:

curl -X GET
'https://ismp.crpt.ru/api/v3/facade/identifytools/1istV2?limit=10&order=DESC&
orderColumn=emd&uit=010469022978096621gSF7qgjA3aRIgM2406402&orderedColumnValue
=2019-01-23T08:42:17.593Z&pageDir=NEXT' -H 'Authorization: Bearer <TOKEH>'

OrTBeT:

HTTP/1.1 200

Server: nginx/1.14.0

Date: Sun, 27 Jan 2019 09:41:23 GMT
Content-Type: application/json;charset=UTF-8
Transfer-Encoding: chunked

Connection: keep-alive
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache

Expires: O

X-Frame-Options: DENY

Connection #0 to host ismp.crpt.ru left intact

~ * ANANANANAANANANNANNANNANNA

"results": [
{

"cis™: "0000000000000000000000000000000",
"gtin": "04059155704529",
"tnVedEaes": "6401990000",
"tnVedEaesGroup": "6405",
"productName": "Tydnau xeHckue, apT. 9-9-24302-21-019/6",
"emissionDate": "2019-01-23T08:24:21.0482",
"ownerInn": "583713715202",
"ownerName": "string",
"participantName": "string",
"participantInn": "0000000000",
"status": "INTRODUCED",
"lastDocId": "string",
"emissionType": "LOCAL"

"total": 1
}

This request returns 10 (limit parameter) next (pageDir parameter) records starting from the
emission date 2019-01-23T08:42:17.593Z (orderedColumnValue parameter) and the marking
code 010469022978096621qSF7gjA3aRIgM2406402 (uit parameter). The sorting will be
performed by the emission date (orderColumn parameter) and (always) the marking code itself
(regardless the transmitted parameters) by DESC (order parameter). The values of the emission



date and marking code shall be taken from the last string (for pageDir NEXT) and the first string
(for pageDir PREV) to switch between pages.

3.2 Method of detailed information receiving on particular
MC

The method returns detailed information on the requested MC (1 MC in 1 request) that is
currently available for the company (the requesting company, a token contains INN).

URL.: /api/v3/facade/identifytools/{cis}

Method: GET

URL parameters: cis - marking code.

Request header parameters: Authorization: Bearer <token>

Response parameters:

Parameter Type Description

results - list of information on MC

cis string | Marking code (MC)
gtin string | Goods GTIN
tnVVedEaes number | 10-character TNVED code

tnVedEaesGroup | number | 4-character TNVED code

productName string | Product name

emissionDate number | MC emission date, yyyy-MM-dd'T'HH:mm:ss.SSS'Z format

ownerlnn string | INN of a goods owner
ownerName string | Name of a goods owner
MC status:

e APPLIED - emitted.lIssued
e INTRODUCED - released into turnover
e RETIRED - dropped out

status string

Production type:
emissionType string
e LOCAL - production in the Russian Federation




e FOREIGN - imported to the Russian Federation
e REMAINS - marking of remaining amount
e CROSSBORDER - imported from EEU countries

. array | List of MC in an aggregate, attribute content complies with the
children of .
. parent object
objects

countChildren number | Number of goods items in a packing.

Packing type: UNIT - goods item, LEVEL1 - first level aggregate,

ackType strin X
P yp 9 | LEVEL2 - second level aggregate, LEVELS3 - third level aggregate
parent string | Parent aggregate code if a goods item is in a packing
prevCis string | Previous marking code, if goods identification code was remarked
Response:
{
"cis": "<KM>
"gtin": "<GTIN>"
"tnVedEaes": "<10-Tum sHauHelt kom TH B3IO>", npumep "6401990000",
"tnVedEaesGroup": "<4-x sHauuem konm TH B3I>", npumep "6405",
"productName": "<HammeHorBaHmMe ToBapa>"
"emissionDate": "<IaTta sMmmccum KM>", npmumep "2019-01-23T08:24:21.048z",
"ownerInn": "<VHH cobcTBeHHMKa ToBapa>"
"ownerName": "<HamMmMeHOBaHMEe HOpoM3BOOUTEJIA>"
"status": "<craryc KM>", npumep "INTRODUCED",
"emissionType": "<Tun npomssoxcrTea>", npmumep "LOCAL"

}

http response status in case of success: 200 - OK

Request example:

curl -X GET
'https://ismp.crpt.ru/api/v3/facade/identifytools/010405915570452921HXRNIW15a
sPkB2406405"'" -H 'Authorization: Bearer <TOKEH>'

OTBeT:

HTTP/1.1 200

Server: nginx/1.14.0

Date: Sun, 27 Jan 2019 09:41:23 GMT
Content-Type: application/json;charset=UTF-8
Transfer-Encoding: chunked

Connection: keep-alive
X-Content-Type-Options: nosniff
X-XS8S-Protection: 1; mode=block
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache

Expires: O

ANNNANNNANNNNANNANNAN



< X-Frame-Options:

<

DENY

* Connection #0 to host ismp.crpt.ru left intact

{

"cis": "0000000000000000000000000000000",
"gtin": "04059155704529",
"6401990000",

"tnVedEaes":
"tnVedEaesGroup":
"productName" :
"emissionDate":
"ownerInn":
"ownerName":
"participantName":
"participantInn":
"INTRODUCED",
"string",
"LOCAL"

"status":

"lastDocId":
"emissionType":

"6405",
"string",
"2019-01-23T08:24:21.048z2",
"583713715202",
"string",
"string",
"0000000000",

3.3 Method of output of a goods list by a set filter

URL: /api/v3/facade/marked_products/listV2

Method: GET

Request header parameters: Authorization: Bearer <token>

Request parameters:

Parameter Type Description

Filtering

cis string Marking code (both full and partial matches are admissible)
Emission date “from” is specified in yyyy-MM-

emissionDateFrom | string dd'T'"HH:mm:ss.SSS'Z format
Example: 2019-01-01T03:00:00.000Z
Emission date “to” is specified in yyyy-MM-

emissionDateTo string dd'T'HH:mm:ss.SSS'Z format
Example: 2019-01-10T03:00:00.000Z

gtin string Goods GTIN

sn string Serial number

tnVed10 string 10-character EEU TNVED code

producerinn string INN of a producer




Current status of a goods item. List of available values:

Array of
cisStatus string e INTRODUCED - released into turnover
listings e RETIRED - dropped out
Emission type. List of available values:
Strin e LOCAL - production in the Russian Federation
emissionType Iisting e FOREIGN - imported to the Russian Federation
g e REMAINS - marking of remaining amount
e CROSSBORDER - imported from EEU countries
MC status in an aggregate (packed/not packed/all). List of
available values:
cisAggregationState ﬁg:l?]g e PACKED - Packed
g o« NOT_PACKED - Not packed
e ANY - Any
Additional status of a goods item. List of available values:
e WAIT_SHIPMENT - waiting for acceptance
statusExt String confirmation
listing e WAIT_TRANSFER_TO_OWNER - waiting for
hand over to the owner
e WAIT_REMARK - waiting for remarking
Name of the goods group (see the list of available goods
pg String groups in “List of supported goods groups”
appendix). Optional parameter.
Pagination/Sorting
Sorting type (ascending/descending). List of available
values:
order String
listing e ASC - ascending
e DESC - descending
uit string MC value-"starting points” for records sorting.

orderedColumnValue

string

Column value-"starting points” for records sorting.




. Column name used for sorting. List of available values:
String
orderColumn listin
g emd - emission date
Selection of direction (forward/backward) for pagination.
List of available values:
ageDir String
Pag listing e NEXT - forward
e PREV - backward
limit number | Maximum number of records that returns as a response.
Response parameters:
Parameter | Type Description
results - list of information on MC
cis string | Marking code (MC)
gtin string | Goods GTIN
tnVed number | 10-character TNVED code
productName |string | Product name
ownerName |string | Name of a goods owner company
ownerinn string | INN of goods owner company
producerName | string | Name of a goods producer/importer
producerinn  |string | INN of a goods producer/importer
status strin Current status of a goods item. The list of available values is specified
9 |in the “Status and special goods condition” table.
statusEx strin Special goods condition. The list of available values is specified in the
9 | “Status and special goods condition” table.
emissionDate Production date yyyy-MM-dd'T'HH:mm:ss.SSS'Z
Production type:
e LOCAL - production in the Russian Federation
emissionType | string e FOREIGN - imported to the Russian Federation
e REMAINS - marking of remaining amount
e CROSSBORDER - imported from EEU countries




lastDocld string | Code of the last created document including the request
name string | Goods name

brand string | Trade brand

model string | Goods producer (GS1 model)

prevCis string | Previous marking code value (if a goods item was remarked)

The resulting JSON also can contain a set of fields special for particular goods item.

Status and special goods condition

Special
Goods goods status statusEx
status -
condition
In ] INTRODUCED |\ i |
turnover
Waiting for
In acceptance | INTRODUCED | WAIT_SHIPMENT
turnover ' )
confirmation
Waiting for
In hand over to | INTRODUCED | WAIT_TRANSFER_TO_OWNER
turnover
the owner
In Waiting for | INTRODUCED WAIT REMARK
turnover | remarking —
Withdrawn
by a receipt
Dropped | (itis a RETIRED NULL
out reason, not a
special
condition)
Response:
{
"results": [
{
"cis™: "0000000000000000000000000000000",

"gtin": "04630034070029",
"tnvd": "6401100000",

"tnvedGroup": "6401",
"productName": "string",
"ownerName": "string",

"ownerInn": "0000000000",



"producerName": "string",
"producerInn": "0000000000",
"status": "INTRODUCED",
"emissionDate": "2019-01-18T08:14:40.3442",
"lastDocId": "string",
"name": "string",
"brand": "orcyrcrByeT",
"model": "CRPT--99999",
"country": "POCCUNUCKAS SEINEPAIMI",
"productTypeDesc": "TAIOUKNU",
"color": "Gemwmm",
"materialDown": "TexcTunan",
"productSize": "52",
"materialUpper": "TexcTmip",
"materialLining": "TexcTtwuas",
"packageType": "BOX",
"productType": "310000022"
}
1y
"total": 1

http response status in case of success: 200 - OK

Request example:

curl -X GET
'https://ismp.crpt.ru/api/v3/facade/identifytools/010405915570452921HXRNIJW15a
sPkB2406405' -H 'Authorization: Bearer <TOKEH>'

OrBeT:
< HTTP/1.1 200
< Server: nginx/1.14.0
< Date: Sun, 27 Jan 2019 09:41:23 GMT
< Content-Type: application/json;charset=UTF-8
< Transfer-Encoding: chunked
< Connection: keep-alive
< X-Content-Type-Options: nosniff
< X-XSS-Protection: 1; mode=block
< Cache-Control: no-cache, no-store, max-age=0, must-revalidate
< Pragma: no-cache
< Expires: 0
< X-Frame-Options: DENY
<
* Connection #0 to host ismp.crpt.ru left intact
{

"results": [

{
"cis"™: "010463003407002921wskglE44R1qgym2406401",

"gtin": "04630034070029",
"tnvd": "6401100000",

"tnvedGroup": "6401",
"productName": "string",
"ownerName": "string",

"ownerInn": "0000000000",
"producerName": "string",



"producerInn": "0000000000",
"status": "INTRODUCED",
"emissionDate": "2019-01-18T08:14:40.3442",
"lastDocId": "string",
"name": "string",
"brand": "orcyrcrByeT",
"model": "CRPT--99999",
"country": "POCCUNUCKAS SEINEPAIMI",
"productTypeDesc": "TAIOUKU",
"color": "Gemmm",
"materialDown": "TexcTunan",
"productSize": "52",
"materialUpper": "TexcTuis",
"materiallining": "Texctuiap",
"packageType": "BOX",
"productType": "310000022"
}
I
"total": 1
}

This request returns 10 (limit parameter) next (pageDir parameter) records starting from the
emission date 2019-01-23T08:42:17.593Z (orderedColumnValue parameter) and the marking
code 010463003407002921wskglE44R1gym2406401 (uit parameter). The sorting will be
performed by the emission date (orderColumn parameter) and (always) the marking code itself
(regardless the transmitted parameters) by DESC (order parameter). The values of the emission
date and marking code shall be taken from the last string (for pageDir NEXT) and the first string
(for pageDir PREV) to switch between pages.

3.4 Output of information on exact marking code

URL.: /api/v3/facade/marked_products/{uit}

Method: GET

URL parameters: uit - unique goods identifier (MC)
Request header parameters: Authorization: Bearer <token>

Response parameters:

Parameter Type Description

results - list of information on MC

cis string | Marking code (MC)

gtin string | Goods GTIN

tnVed number | 4-character TNVED code




productName string | Product name
ownerName string | Name of a goods owner company
ownerlnn string | INN of a goods owner company
producerName  |string | Name of a goods producer/importer
producerinn string | INN of a goods producer/importer
Current status of a goods item. List of available values:
status string e INTRODUCED - released into turnover
e RETIRED - dropped out
emissionDate string | Production date yyyy-MM-dd'T'"HH:mm:ss.SSS'Z
Production type:
e LOCAL - production in the Russian Federation
emissionType string e FOREIGN - imported to the Russian Federation
e REMAINS - marking of remaining amount
e CROSSBORDER - imported from EEU countries
Additional status of a goods item. List of available values:
e WAIT_SHIPMENT - waiting for acceptance confirmation
statusExt string e WAIT_TRANSFER_TO_OWNER - waiting for hand over
to the owner
e WAIT_REMARK - waiting for remarking
. . Withdrawal reason. The possible values are specified in the
withdrawReason |[string | .y - s
Withdrawal reasons” table.
name string | Goods name
brand string | Trade brand
model string | Goods producer (GS1 model)
certDoc
type string | Certificate type
number string | Certificate number
date string | Certificate date




country string | Country of origin

productTypeDesc | string | Goods type

color string | Colour

materialDown string | Bottom material

productSize string | Dimension

materialUpper string | Top material

materialLining string | Lining material

packageType string | Packing type:

productType string | Goods type

Withdrawal reason

Code Value
RETAIL Retail sale
EEC_EXPORT Export to EEU countries
BEYOND_EEC_EXPORT | Export outside EEU countries
RETURN Return to a physical entity
DAMAGE_LOSS Loss or damage
DESTRUCTION Destruction
CONFISCATION Confiscation
LIQUIDATION Enterprise liquidation
DONATION Donation
STATE_ENTERPRISE Purchase by a state enterprise
NO_RETAIL_USE Usage for own needs by a buyer
ENTERPRISE_USE Usage for own needs by an enterprise
Response:
{
"Cis": "<YHMKaNbHH MIEHTUOMKATODP ToBapa>"
"gtin": "<gtin>"
"tnvd": "<10-u sHauHemi koxm TH B3I>", mpumep "6401100000",

"tnvedGroup": <4-x s3HauHeM kom TH B3IO> "6401",
"productName": "<HammMeHOBaHmMe ToOBapa>",



"ownerName": "<HamMeHOBaHMe COOCTBEHHMUKA ToBapa>",

"ownerInn": "<VHH cobcrBeHHUKa>"
"producerName": "<HauMMeHOBaHME [IPOU3BOOUTENL/UMIOPTEpa ToBapa>",
"producerInn": "<VHH HauMeHOBAaHME MNPOU3BOIMTEJIA/MMIOpPTEepa ToBapa>"
"status": "<craTtyc>", npmmep "INTRODUCED",
"emissionDate": "<mara sumccum KM>", npumep "2019-01-18T08:14:40.344z",
"producedDate": "<zmaTa BBOZma TOBapa B obopor>", npmumep "2019-01-
18T08:19:33.5752",
"type": "<Tun KM>", npmmep "PRINTED",
"prodOrderType": "<cnoco® reHepaluuM CepuMHOTO HoMepa>", npumep "OPERATOR",
"name": "Bejwe Tanouku, apt. CRPT--99999, pasmep 52",
"brand": "orcyrcrByeT",
"model": "CRPT--99999",
"certDoc": {
"type": "CONFORMITY CERT",
"number": "122",
"date": "2019-01-02T20:00:00.000Z"
}y
"country": "POCCUMCKAS OEIEPAIMA",
"productTypeDesc": "TAIOUKU",
"color": "OGemmm",
"materialDown": "TexcTuian",
"productSize": "52",
"materialUpper": "TexcTuis",
"materiallining": "TexcTuip",
"packageType": "BOX",
"productType": "310000022"

http response status in case of success: 200 - OK

Request example:

curl -X GET
'https://ismp.crpt.ru/api/v3/facade/marked products/010463003407002921wskglE4
4R1qym2406401' -H 'Authorization: Bearer <TOKEH>'

OrBeT:

< HTTP/1.1 200

< Server: nginx/1.14.0

< Date: Sun, 27 Jan 2019 09:41:23 GMT

< Content-Type: application/json;charset=UTF-8

< Transfer-Encoding: chunked

< Connection: keep-alive

< X-Content-Type-Options: nosniff

< X-XSS-Protection: 1; mode=block

< Cache-Control: no-cache, no-store, max-age=0, must-revalidate
< Pragma: no-cache

< Expires: O

< X-Frame-Options: DENY

<

* Connection #0 to host ismp.crpt.ru left intact
{

"cis": "00000000000000000000000000000C00",
"gtin": "0000000000000",
"tnvd": "6401100000",



"tnvedGroup": "6401",
"productName": "string",
"ownerName": "string",
"ownerInn": "0000000000",
"producerName": "string",
"producerInn": "0000000000",
"status": "INTRODUCED",
"emissionDate": "2019-01-18T08:14:40.3442",
"producedDate": "2019-01-18T08:19:33.5752",
"type": "PRINTED",
"prodOrderType": "OPERATOR",
"lastDocId": "e76alc45-c8ce-4961-84f1-1df47e5a7d35",
"name": "Bejnwle Tanoukyu, apt. CRPT--99999, pasmep 52",
"brand": "orcyrcrryer",
"model": "CRPT--99999",
"certDoc": {
"type": "CONFORMITY CERT",
"number": "122",
"date": "2019-01-02T20:00:00.0002"
1y

"country": "POCCUMCKAS OEJEPALIVA",
"productTypeDesc": "TAIOUKU",
"color": "Gemwm",

"materialDown": "TexcTunan",
"productSize": "52",
"materialUpper": "TexcTtuip",
"materiallining": "TexcTwuip",
"packageType": "BOX",
"productType": "310000022"

3.5 Method of receiving of brief information on MC\MC list
(publicly available)

URL.: /api/v3/facade/cis/cis_list?cis={KM}

Method: GET

URL parameters: cis (array[string]) - MC array

Request header parameters:

e Authorization: Bearer <token>
e Content-Type: application/json

Request example: curl -X GET
"http://10.73.69.69:8095/api/v3/facade/cis/cis_list?cis=1&cis=2" -H 'content-type:
application/json’ -H 'Authorization: Bearer <TOKEH>"'

Response parameters:


http://10.73.69.69:8095/api/v3/facade/cis/cis_list?cis=1&cis=2

Parameter Type Description

cis

string | Marking code (MC)

gtin

string | Goods GTIN

productName |string | Product name

emissionDate | number | MC emission date, yyyy-MM-dd T'HH:mm:ss.SSS'Z format

status

MC status:

e APPLIED - emitted.lssued
e INTRODUCED - released into turnover
e RETIRED - dropped out

string

emissionDate |string | Production date yyyy-MM-dd'T'"HH:mm:ss.SSS'Z

ownerName string | Name of goods owner company

productName |string | Name of goods producing company

Additional MC status:

e EMPTY - additional status is unavailable
e WAIT_SHIPMENT - waiting for shipment/acceptance

statusEx string e WAIT_TRANSFER_TO_OWNER - waiting for hand over to
the owner (contract production)
e WAIT_REMARK - goods item is waiting for remarking or
MC is dropped out after application on a goods item
children array | list of goods identification codes in an aggregate

childrenLength | number | number of goods identification codes in an aggregate

Response:

{

"0000000000000000000000000000000™: {
"cis™: "0000000000000000000000000000000",
"gtin": "04630034070012",

"producerName": "string",

"status": "APPLIED",

"emissionDate": 1550507912681,
"ownerName": "string",

"productName": "string",

"statusEx": "WAI T SHIPMENT "




http response status in case of success: 200 - OK

4, Documents

4.1 Method of output of a list of documents previously
uploaded to the TT IS

URL.: /api/v3/facade/doc/listV2

Method: GET

Request header parameters:

e Authorization: Bearer <token>
e Content-Type: application/json

Request parameters:

Parameter Type | Necessity Description
Filtering
Emission date “from”
dateFrom string i is specified in yyyy-MM-dd' T'"HH:mm:ss.SSS'Z
format, example: 2019-01-01T03:00:00.000Z
Emission date “to”
dateTo string i is specified in yyyy-MM-dd'T'"HH:mm:ss.SSS'Z
format, example 2019-01-10T03:00:00.000Z
number string - Document number
: See the document status in the “Document status”
documentStatus string -
table
Document type. List of available values:
UNIVERSAL_TRANSFER_DOCUMENT
Array
documentType gtfring i AGGREGATION_DOCUMENT
listings DISAGGREGATION_DOCUMENT
INCLUDE_DOCUMENT




RECEIPT
LP_ADD_GOODS_CSV
LP_ADD_GOODS_XML
LP_INTRODUCE_GOODS
LP_INTRODUCE_OST
LP_SHIP_GOODS(28),
LP_ACCEPT_GOODS(29),
LP_INTRODUCE_GOODS_CSV
LP_INTRODUCE_GOODS_XML
LP_SHIP_GOODS_CSV
LP_SHIP_GOODS_XML
LP_ACCEPT_GOODS_XML
LK_REMARK
LK_REMARK_CSV
LK_REMARK_XML
LK_RESUME_ACCESS
LK_RESUME_ACCESS_XML
LK_RECEIPT_XML
LK_RECEIPT_CSV
INTERNAL_RECEIPT
LK_RECEIPT
LK_LOAN_RECEIPT_XML
LP_GOODS_IMPORT

LP_GOODS_IMPORT _CSV




LP_GOODS_IMPORT_XML
LK_KM_CANCELLATION
LK_KM_CANCELLATION_CSV
LK_KM_CANCELLATION_XML
LK_APPLIED_KM_CANCELLATION
LK_APPLIED_KM_CANCELLATION_CSV
LK_APPLIED_KM_CANCELLATION_XML
LK_CONTRACT_COMMISSIONING
LK_CONTRACT_COMMISSIONING_CSV
LK_CONTRACT_COMMISSIONING_XML
LK_INDI_COMMISSIONING
LK_INDI_COMMISSIONING_CSV
LK_INDI_COMMISSIONING_XML
AGGREGATION_DOCUMENT_CSV
AGGREGATION_DOCUMENT XML
DISAGGREGATION_DOCUMENT_CSV
DISAGGREGATION_DOCUMENT_XML
REAGGREGATION_DOCUMENT
REAGGREGATION_DOCUMENT_CSV
REAGGREGATION_DOCUMENT XML
LP_SHIP_RECEIPT
LP_SHIP_RECEIPT_CSV
LP_SHIP_RECEIPT_XML

OST_DESCRIPTION




CROSSBORDER
CROSSBORDER_CSV

CROSSBORDER_XML

“true” — for incoming document, “false” — for

inputFormat Boolean .

outgoing document
participantinn string INN of turnover participant
Pagination/Sorting

Sorting type (ascending/descending). List of

available values:
order String

listing e ASC - ascending
e DESC - descending

did string Document number value-"starting points” for

records sorting.

orderedColumnValue | string

Column value-"starting points” for records sorting.

Column name used for sorting. List of available
values:

orderColumn ﬁg:[llrrllg
g e docDate - document date
Selection of direction (forward/backward) for
pagination. List of available values:
ageDir String
Pag listing e NEXT - forward
e PREV - backward
_— Maximum number of records that returns as a
limit number
response.
Document status:
Name Description
IN_PROGRESS under verification
CHECKED_OK processed (not applied for the “Goods shipment

document)




CHECKED_NOT_OK

verification error

PROCESSING_ERROR

processing error

UNDEFINED not defined

CANCELLED Sh!pment,f:ancellatlon (applied for “Goods
shipment” document only)

ACCEPTED shipment accepted (applied for “Goods shipment

document only)

WAIT_ACCEPTANCE

shipment waiting for acceptance (applied for
“Goods shipment” document only)

WAIT_PARTICIPANT_REGISTRATION

shipment for unregistered participant (applied for
“Goods shipment” document only)

Response parameters:

Parameter | Type

Description

number string | Document number

docDate string | Document date, yyyy-MM-dd'T'HH:mm:ss.SSS'Z format

receivedAt | string | Unix-time of document receiving

type

string | Document type

status

string | See the document status in the “Document status™ table

senderName | string | Name of a document sender

Response:
{
"results": [
{

"number": "string",
"docDate": "2019-01-18T06:45:35.6302",
"receivedAt": 1547793935630,
"type": "LP INTRODUCE GOODS",
"status": "CHECKED OK",
"senderName": "string",

}

]

}

http response status in case of success: 200 - OK




Request example:

curl
'https://ismp.crpt.ru/api/v3/facade/doc/1listv2?1limit=10&order=DESC&orderColum
n=docDate&did=623136d3-7a9b-40c9-8ce3-8091ed41f83aa&orderedColumnValue=2019-
01-28T09:30:40.136Z&pageDir=NEXT' -H 'content-type: application/json' -H
'Authorization: Bearer <TOKEH>'

OrBeT:

HTTP/1.1 200

Server: nginx/1.14.0

Date: Sun, 27 Jan 2019 18:10:33 GMT
Content-Type: application/json;charset=UTF-8
Transfer-Encoding: chunked

Connection: keep-alive
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache

Expires: O

X-Frame-Options: DENY

ANANNNNANNNNANNANNNANNNA

>*

Connection #0 to host ismp.crpt.ru left intact

"results": [
{
"number": "string",
"docDate": "2019-01-18T06:45:35.6302",
"receivedAt": 1547793935630,
"type": "LP_ INTRODUCE GOODS",
"status": "CHECKED OK",
"senderName": "string",

4.2 Method of content output of documents previously
uploaded to the TT IS

URL.: /api/v3/facade/doc/{docld}/body

Method: GET

URL parameters: docld - document number

Request header parameters:

e Authorization: Bearer <token>
e Content-Type: application/json

Response parameters:



Parameter | Type Description
number string | Document number
docDate string | Document date, yyyy-MM-dd'T'HH:mm:ss.SSS'Z format
receivedAt |[string | Unix-time of document receiving
type string | Document type
status string | See the document status in the “Document status” table
senderName | string | Name of a document sender
. Document content in JSON format. This JSON can contain a set of
body string . . .
fields special for particular document.
Original document content (if the document was added to the system by
content string | CSV/XML-file loading, the field will include the content of this
CSV/XML-file).
. Criteria of incoming/outgoing document (“true” value for incoming
input Boolean . » .
document, “false” for outgoing document)
Response:
{
"number": <HoOMep IOOKyMeHTa>,
"docDate": <pmaTa coszmaHusa >, npumep "2019-01-18T08:19:33.575z2",

"type": <tmn moxkymeHTa>, npumep "LP INTRODUCE GOODS",
<crartyc npoeepkmu>, npumep "CHECKED OK",

"status":

"senderName" :

<HavMeHOBAaHMEe OTIpaBUTEJII>,

"body": <Teyo mokymMeHTa B Jjson>,
<TeJl0 IOKyMEeHTa B MCXOIOHOM GopmaTe>

"content":

}

http response status in case of success: 200 - OK

Request example:

curl -X GET

OrBeT:

Date: Sun,

ANANNNANNANNNANNNA

Content-Type:
Transfer-Encoding:
Connection:
X-Content-Type-Options: nosniff
X-XSS-Protection:
Cache-Control:

'https://ismp.crpt.ru/api/v3/facade/doc/e76alcd45-c8ce-4961-84f1-
1df47e5a7d35/body"
Bearer <TOKEH>'

HTTP/1.1 200
Server: nginx/1.14.0

-H 'content-type: application/json' -H 'Authorization:

27 Jan 2019 18:10:33 GMT

application/json;charset=UTF-8

chunked

keep-alive

1; mode=block

no-cache, no-store, max-age=0, must-revalidate




Pragma: no-cache
Expires: 0
X-Frame-Options: DENY

AN NN A

*

Connection #0 to host ismp.crpt.ru left intact

"number": "e76alc45-c8ce-4961-84f1-1df47e5a7d35",
"docDate": "2019-01-18T08:19:33.5752",
"type": "LP_ INTRODUCE GOODS",
"status": "CHECKED_ OK",
"senderName": "string",
"downloadStatus": "CHECKED OK",
"body": {
"reg date": "2019-01-18T08:19:31.9672",
"document description": {
"participant inn": "0000000000",
"production date": "2019-01-17T20:00:00.0002",
"production type": "OWN_ PRODUCTION",
"producer inn": "0000000000",
"owner inn": "0000000000"
1y
"doc type": "Promotion Inform Selfmade",
"doc_id": "string",
"products": [
{
"uitu code": "",
"uit code": "0000000000000000000000000000000",
"tnved code": "6401100000",
"producer inn": "0000000000",
"owner inn": "0000000000",
"certificate document": "CONFORMITY CERT",
"certificate document number": "122",
"certificate document date": "2019-01-02T20:00:00.000z"
}
1,
"products list": [
{
"product gender": "UNISEX",
"tnved code 2": "64",
"release method": "PRODUCED IN RF",
"gtin": "02900000000766",
"id": 4431097

]

by

"content":
"{\"doc_id\":\"string\",\"doc type\":\"Promotion Inform Selfmade\",\"reg date
\":\"2019-01-
18T08:19:31.9672\",\"document description\":{\"participant inn\":\"0000000000
\",\"production date\":\"2019-01-
17T20:00:00.000Z\",\"production type\":\"OWN PRODUCTION\",\"producer inn\":\"
0000000000\",\"owner_ inn\":\"0000000000\"}, \"products\": [{\"uitu code\":\"\",
\"uit code\":\"0000000000000000000000000000000\",\"tnved code\":\"6401100000\
",\"producer inn\":\"7731369928\",\"owner inn\":\"7731369928\",\"certificate
document\" :\"CONFORMITY CERT\",\"certificate document number\":\"122\",\"cert
ificate document date\":\"2019-01-02T20:00:00.000Zz\"}]}"



}

4.3 Unified method of documents creation

URL.: /api/v3/Ik/documents/create

Method: POST

Request header parameters:

e Authorization: Bearer <token>
e Content-Type: application/json

URL request parameters:

Parameter | Type | Necessity Description
strin N Name of the goods group (see the list of available goods groups
Pg g in the “List of supported goods groups” appendix).

Request body parameters:

Parameter Type | Necessity Description
Document on goods release into turnover encoded in
base64.
product_document | string +
The document is described in “Appendix. Document on
release into turnover” clause.
Document format on goods release into turnover:
. e MANUAL - json
+
document_format | string o CSV - csv
e XML - xml
type string + Document type (see the “Types of documents” table)
. . Detached EQES encoded in base64. The document shall
signature string + : . . .
be signed prior to its conversion to base64

Request body example:

{

"product document":"<IlokymMeHT B baset4>",




"document format":
thpeﬂ . "<TMH>"/

"<bopmaT noxkyMmeHTa>",

"signature":"<OTkpenjieHHas NONNNMCH B base64>"

}

Document types:

Type Name Format
LP INTRODUCE GOODS Release |_nto turnovgr. Production in json
- - the Russian Federation.
LP INTRODUCE GOODS CSV Release |_nto turnovgr. Production in cdv
- - - the Russian Federation.
LP INTRODUCE GOODS XML Release |_nto turnovgr. Production in ml
- - - the Russian Federation.
Release into turnover. Production .
LP_GOODS IMPORT outside EEU. json
LP GOODS IMPORT CSV Rele_aselnto turnover. Production csv
- - - outside EEU.
LP GOODS IMPORT XML Rele_aselnto turnover. Production ml
- - - outside EEU.
LK_CONTRACT COMMISSIONING Goods release into turnover. Contract | ;.
production in the Russian Federation.
LK CONTRACT COMMISSIONING cSy | G00ds release into turnover. Contract |
- - - production in the Russian Federation.
LK CONTRACT COMMISSIONING XML | G00ds release into turnover. Contract |
- - - production in the Russian Federation.
LK_INDI_COMMISSIONING Goods release into turnover. json
Received from physical entities.
LK INDI COMMISSIONING CSV Goods release into turnover. csv
- - - Received from physical entities.
LK_INDI COMMISSIONING XML Goods release into turnover. xml
- - - Received from physical entities.
LP_INTRODUCE_OST Relea}sg into turnover. Marking of json
remaining amount
LP INTRODUCE OST CSV Relea}sglnto turnover. Marking of csv
- — - remaining amount
LP_INTRODUCE_OST_ XML Release into turnover. Marking of xml




remaining amount
CROSSBORDER tFi;:(ljeease into turnover. Cross-border json
CROSSBORDER_CSV tFE;(Ijiase into turnover. Cross-border csv
CROSSBORDER XML tFE;(Ijiase into turnover. Cross-border ml
LP_SHIP_GOODS Shipment json
LP _SHIP_GOODS _CSV Shipment Csv
LP_SHIP_GOODS_XML Shipment xml
LP_CANCEL_SHIPMENT Shipment cancellation json
LP_CANCEL_SHIPMENT_CSV Shipment cancellation Ccsv
LP_CANCEL_SHIPMENT_ XML Shipment cancellation xml
LP_ACCEPT_GOODS Acceptance json
LP_ACCEPT_GOODS XML Acceptance xml
LK_REMARK Remarking json
LK_REMARK_CSV Remarking CcsV
LK_REMARK_ XML Remarking xml
LK_KM_CANCELLATION Drop out of non-applied MC json
LK_KM_CANCELLATION_CSV Drop out of non-applied MC Ccsv
LK_KM_CANCELLATION_XML Drop out of non-applied MC xml
LK_APPLIED KM_CANCELLATION Drop out of applied MC json
LK_APPLIED_KM_CANCELLATION_CSV |Drop out of applied MC csv
LK_APPLIED_KM_CANCELLATION_XML | Drop out of applied MC xml
AGGREGATION_DOCUMENT Aggregation json
AGGREGATION_DOCUMENT_CSV Aggregation csv
AGGREGATION_DOCUMENT_XML Aggregation xml
DISAGGREGATION_DOCUMENT Disaggregation json
DISAGGREGATION_DOCUMENT_CSV Disaggregation csv




DISAGGREGATION_DOCUMENT_XML Disaggregation xml
REAGGREGATION_DOCUMENT Re-aggregation json
REAGGREGATION_DOCUMENT_CSV Re-aggregation csv
REAGGREGATION_DOCUMENT_XML Re-aggregation xml
OST_DESCRIPTION Remaining goods description json
OST_DESCRIPTION_CSV Remaining goods description csv
OST_DESCRIPTION_XML Remaining goods description xml

Response parameters:

Parameter | Type Description
GUID string | Unique identifier of a document inthe TT IS
Response:
<GUID>

http response status in case of success: 200 - OK

Request example:

curl 'https://ismp.crpt.ru/api/v3/1lk/documents/send' -H 'content-type:
application/json' -H 'Authorization: Bearer <TOKEH>'

--data-binary '{ "product document":"<JokyMeHT B base64>",

"document format":"MANUAL", "type":
"LP_INTRODUCE GOODS", "signature":"<OTkKpemjeHHasa NOONMUCE B base64>"}'

OrBeT:

HTTP/1.1 200

Server: nginx/1.14.0

Date: Sun, 27 Jan 2019 18:10:33 GMT
Content-Type: application/json;charset=UTF-8
Transfer-Encoding: chunked

Connection: keep-alive
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache

Expires: O

X-Frame-Options: DENY

ANANNNANANANANNNANANANNNA

* Connection #0 to host ismp.crpt.ru left intact
9abd3d41-76bc-4542-a88e-b1f7be8130b5



4.4 Methods of documents creation

URL of a request on creation of particular document type:

Document type

URL of document creation method

Release into turnover. Production
in the Russian Federation.

[api/v3/lk/documents/send

Release into turnover. Production
outside EEU

[api/v3/lk/import/send

Release into turnover. Contract
production in the Russian
Federation

/api/v3/lk/documents/commissioning/contract/create

Release into turnover. Received
from physical entities

/api/v3/Ik/documents/commissioning/indi/create

Release into turnover. Cross-
border trade

Release into turnover. Marking of
remaining amount

Goods shipment

[api/v3/lk/documents/shipment/create

Goods shipment cancellation

lapi/v3/Ik/documents/shipment/cancel

Goods acceptance

/api/v3/lk/documents/acceptance/create

Goods withdrawal from turnover
at contract implementation for the
final consumer

lapi/v3/Ik/receipt/send

Drop out of MC non-applied on
goods with/without IM

[api/v3/lk/documents/km/cancellation/create

Drop out of MC applied on goods
with IM (without goods
withdrawal from turnover)

/apilv3/lk/documents/km/cancellation/applied/create

Goods remarking

/api/v3/lk/remarking/send

Aggregation

/api/v3/Ik/documents/aggregation/create

Disaggregation

[api/v3/Ik/documents/disaggregation/create

Re-aggregation

/api/v3/Ik/documents/reaggregation/create

Remaining goods description




Method: POST
Request header parameters:

e Authorization: Bearer <token>
e Content-Type: application/json

URL request parameters:

Parameter | Type | Necessity Description

Name of the goods group (see the list of available goods groups

P9 string * in the “List of supported goods groups” appendix).

Request body parameters:

Parameter Type | Necessity Description

Document on goods release into turnover encoded in
base64.

product_document | string +
The document is described in “Appendix. Document on

release into turnover” clause.

Document format on goods release into turnover:

e MANUAL - json
e CSV -csv
e XML - xml

document_format | string +

Detached EQES encoded in base64. The document shall

i i + . : . .
signature string be signed prior to its conversion to base64

Request body example:

{
"product document":"<IloxkymeHT B base64>",
"document format": "<dopmaT moxymeHTa>",
"signature":"<OTkpenjyieHHas MNOONMCHL B base64>"

}

Response parameters:

Parameter | Type Description

GUID string | Unique identifier of a document inthe TT IS




Response:

<GUID>

http response status in case of success: 200 - OK

Request example:

curl 'https://ismp.crpt.ru/api/v3/lk/documents/send' -H 'content-type:
application/json' -H 'Authorization: Bearer <TOKEH>'

--data-binary '{ "product document":"<JJokyMeHT B base64>",
"document format":"MANUAL", "signature":"<OTkpernjeHHasa MHOANMCHL B base64>"}'
OrBeT:

HTTP/1.1 200

Server: nginx/1.14.0

Date: Sun, 27 Jan 2019 18:10:33 GMT
Content-Type: application/json;charset=UTF-8
Transfer-Encoding: chunked

Connection: keep-alive
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache

Expires: O

X-Frame-Options: DENY

ANANNNNANNNNANNNANNNA

* Connection #0 to host ismp.crpt.ru left intact
9abd3d41-76bc-4542-a88e-b1f7be8130b5

4.5 Method of draft document creation

URL.: /api/v3/Ik/documents/draft
Method: POST
Request header parameters:

e Authorization: Bearer <token>
e Content-Type: application/json

Request body parameters:

Parameter | Type | Necessity Description
date_saved string + Saving date, yyyy-MM-dd'T'HH:mm:ss.SSS'Z format
document_body | string + Document body encoded in base64.
document_type |string + Document type




organisation_inn | string + Organization INN
registration_date | string + Creation date, yyyy-MM-dd'T'HH:mm:ss.SSS'Z format
user_id string + User identifier

Body request:

{

"date saved":
"document body":
"document type":
"organisation inn":
"registration date":

"user id": 0

}

"2019-02-13T07:59:05.7852",

Response parameters:

"string",
"UNKNOWN",

"string",
"2019-02-13T07:59:05.7852",

Parameter | Type Description
date_saved string | Saving date, yyyy-MM-dd'T'"HH:mm:ss.SSS'Z format
document_body | string | Document date, yyyy-MM-dd'T'HH:mm:ss.SSS'Z format
document_type | string | Document type
document_uuid | string | Document identifier
draft_uuid string | Draft document identifier
errors string | Error description, if any
organisation_inn | string | Organization INN
registration_date | string | Creation date, yyyy-MM-dd'T'HH:mm:ss.SSS'Z format
user_id string | User identifier
Response:

{

"date saved":
"document body":
"document type":
"document uuid":
"draft uuid":
"string",

"organisation inn":

"registration date":

"errors":

"user id": 0

"2019-02-13T08:18:50.9322",

"string",
"UNKNOWN",
"string",

"string",

"string",
"2019-02-13T08:18:50.932z2",




http response status in case of success: 200 - OK

4.6 Method of draft document receiving

URL.: /api/v3/lIk/documents/draft/{id}
Method: GET
Request header parameters:

e Authorization: Bearer <token>
e Content-Type: application/json

Response parameters:

Parameter | Type Description

date_saved string | Saving date, yyyy-MM-dd'T'"HH:mm:ss.SSS'Z format

document_body | string | Document date, yyyy-MM-dd'T'HH:mm:ss.SSS'Z format

document_type | string | Document type

document_uuid | string | Document identifier

draft_uuid string | Draft document identifier

errors string | Error description, if any

organisation_inn | string | Organization INN

registration_date | string | Creation date, yyyy-MM-dd'T'HH:mm:ss.SSS'Z format

user_id string | User identifier

Response:

{
"date saved": "2019-02-13T10:28:36.520Z",
"document body": "string",
"document type": "UNKNOWN",
"document uuid": "string",
"draft uuid": "string",
"errors": "string",
"organisation inn": "string",
"registration date": "2019-02-13T10:28:36.5212",
"user id": 0

}

http response status in case of success: 200 - OK




http response status in case of "Draft not found” error: 204

4.7 Method of draft document update

URL.: /api/v3/lIk/documents/draft/{id}

Method: PUT

URL parameters: id - draft identifier

Request header parameters:

e Authorization: Bearer <token>

e Content-Type: application/json

Request body parameters:

Parameter | Type | Necessity Description
date_saved string + Saving date, yyyy-MM-dd'T'HH:mm:ss.SSS'Z format
document_body | string + Document body encoded in base64.
document_type |string + Document type
organisation_inn | string + Organization INN
registration_date | string + Creation date, yyyy-MM-dd'T'HH:mm:ss.SSS'Z format
user_id string + User identifier

Body request:

{

"date saved":
"document body":
"document type":
"organisation inn":
"registration date":

"user id": 0

}

Response:

{

"date saved":
"document body":
"document type":
"document uuid":
"draft uuid":
"errors": "string",

"2019-02-13T07:59:05.7852",

"string",

"UNKNOWN",

"string",
"2019-02-13T07:59:05.7852",

"2019-02-13T10:58:47.990z2",

"string",
"UNKNOWN",
"string",

"string",




"organisation inn": "string",
"registration date": "2019-02-13T10:58:47.990Z",
"user id": 0

}

http response status in case of success: 200 - OK

4.8 Method of draft document deletion

URL.: /api/v3/Ik/documents/draft/{id}
Method: DELETE
URL parameters: id - draft identifier
Request header parameters:

e Authorization: Bearer <token>

http response status in case of success: 200 - OK

4.9 Method of draft document searching and filtering

URL: /api/v3/lIk/documents/draft/search
Method: GET
Request header parameters:

e Authorization: Bearer <token>

Request parameters:

Parameter Type | Necessity Description

Filtering

id string - Draft identifier

Registration date “from”

registerDateStart | string i is specified in yyyy-MM-dd'T'"HH:mm:ss.SSS'Z format,

example: 2019-01-01T03:00:00.000Z

Registration date “to”

registerDateEnd | string i is specified in yyyy-MM-dd'T'"HH:mm:ss.SSS'Z format,

example: 2019-01-01T03:00:00.000Z




Date of last saving “from”

dateSavedStart | string i is specified in yyyy-MM-dd' T'HH:mm:ss.SSS'Z format,
example: 2019-01-01T03:00:00.000Z
Date of last saving “to”

dateSavedEnd | string i is specified in yyyy-MM-dd' T'HH:mm:ss.SSS'Z format,
example: 2019-01-01T03:00:00.000Z

userld string - User identifier

organisationinn | string - Organization INN

documentType | string - Document type

orderColumn string - Sorting field

orderDirection | string - Sorting type: ASC/DESC

limit number - Section size

page number - Section number

onDelete boolean - Deletion check box: true/false.

Request example:

http://shoes.crpt.ru/api/v3/1k/documents/draft/search?limit=10&orderDirection
=ASCé&page=2&userId=1

Response:

[

"draft uuid":

"0b35d630-47e6-45df-b0e0-12£fe04540042",

"registration date": "2019-02-13T21:53:47.7082",
"date saved": "2019-02-13T21:53:47.708z",

"user id": 2,

"organisation inn": "0000000000",

"document type": "UNKNOWN",

"document uuid": "string",

"errors": "string"

]

http response status in case of success: 200 - OK

5. Goods guide GS1/National catalogue




5.1 Method of the GTIN list output for a turnover
participant by INN

URL.: /api/v3/product/search

Method: GET

Request header parameters:

e Authorization: Bearer <token>

URL parameters:

Parameter | Type | Necessity Description
limit string - Maximum number of MC orders in a response.
page number - Response page number, starting value 0.

. Name of the goods group (see the list of available goods
Pg string i groups in the “List of supported goods groups” appendix)
gtin string - Goods code

Example of response parameters (List of returned parameters can be different depending

on code goods group):
Parameter Type Description
id number | Goods unique number
name string | Goods name
gtin string | Goods GTIN
brand string | Brand name
packageType string | Packing type:

innerUnitCount

number | Number of goods copies

model

string | Model of a producer

publicationDate

number | Posting date. Unix-time format in milliseconds

inn

string | INN of a Russian producer

country

string | Country of origin

productTypeDesc

string | Label name




color string | Colour
materialDown string | Bottom material
materialUpper string | Top material
materialLining string | Lining material
productType string | Product type
productGroupld | number Good’s, group identifier in compliance with the “Goods groups
codes” table
productSize string | Dimension
oodSianedFlaa | boolean Check box of GTIN card signing in the National catalogue. If
g g g GTIN is received from GS1, “true” value always returns
Check box showing if the first attributes layer is filled in in the
oodMarkEla boolean National catalogue. GTINSs that checked “false” do not return in
g g responses and are not saved in the DB. If GTIN is received from
GS1, “true” value always returns
Check box showing if the second attributes layer is filled in in the
goodTurnFlag boolean | National catalogue. If GTIN is received from GS1, “true” value
always returns

Response:

{
"errorCode": <Kom ommbxm>,
"results": <MuHbopmaumsa no Toeapam> [

{

"id": <ID ToBapa>,
<HamMeHOBaHmMe TOBapa>
"<GTIN Tomapa>, npumep "04690257113712",

"name" :
"gtin":
"brand":

"packageType":

npumMep 30056,

<HamMmeHOBaHMEe OpeHIa>

"innerUnitCount":
<Mogmenb npomsBommurens>, nopumep "001079-11",

"model":

"publicationDate":

<Twun ynaxoekmu>, npumep "BOX",

<Upciio ®K3eMIJISPOB ToBapa>, npuMmep 1,

<IaTa nyoauxauum>, npumMep 1537304400000,

"inn": <VHH POCCHMMCKOI'O NIPOM3BOLOUTEIIS>
"country": <CTpaHa NpPOM3BOICTBa>, npmMmep "KUTAN",

"productTypeDesc":
npumMep "Oemnem",
<Matrepuan Husza>, npmumep "TexcTmias",

"color":

"materialDown":

<OBeT>,

"materialUpper":
"materialLining":

"productType":

"productGroupId":
"goodSignedFlag":

"goodMarkFlag":

npuMmep true,

<HammMmeHOBaHMe Ha 3THUKeTke>, npmuMep "IMHETKU",

<MaTepuan Bepxa>, npumep "TexkcTuias",

<MaTepwuay nomkjankm>, npumep "TexcTuns",

<Tun nponmykra>, npuMmep "310000013",

<ID TOBaApPHOM TPyNNL>, IPMMEpP 2,
<dmar Hammumdg nomnmucm B HK>, npmMmep true,

<djlar BamnoOJIHEHHOCTM aTpubyToB HepBoro cjos B HK>,




"goodTurnFlag": <djar 3aloJIHEHHOCTM aTPuUOYyTOB BTOPOITO cJjos B HK>,
npuMmep true
}

1,
"total": <KojmuecTBO TOBApPOB>

HTTP-response status in case of success: 200 - OK

Request example:

curl -X GET
'https://ismp.crpt.ru/api/v3/product/search?limit=10&o0ffset=0&page=0&pg=shoes
' -H '"Authorization: Bearer <TOKEH>'

OTBeT:

HTTP/1.1 200

Server: nginx/1.14.0

Date: Sun, 27 Jan 2019 18:10:33 GMT
Content-Type: application/json;charset=UTF-8
Transfer-Encoding: chunked

Connection: keep-alive
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache

Expires: O

X-Frame-Options: DENY

ANANNNANNANNNANANNNANNNAN

*

Connection #0 to host ismp.crpt.ru left intact

"results": [
{

"id": id,
"name": "string",
"gtin": "123456789101",
"brand": "KOTO®EI",
"packageType": "BOX",
"innerUnitCount": 1,
"model": "001079-11",
"publicationDate": 1537304400000,
"inn": "5011017647",
"country": "KUTAW",
"productTypeDesc": "string",
"color": "Gemem",
"materialDown": "TexcTuip",
"materialUpper": "TexcTuun",
"materiallLining": "TexcTuis",
"productType": "310000013",

"productGroupId": 2,
"goodSignedFlag": true,
"goodMarkFlag": true,
"goodTurnFlag": true

"id": id,



"name": "string",

"gtin": "04690257114078",
"brand": "KOTO®EN",
"packageType": "BOX",
"innerUnitCount": 1,

"model": "001079-12",
"publicationDate": 1537304400000,
"inn": "5011017647",
"country": "KUTAN",
"productTypeDesc": "IMHETKNU",
"color": "pozommm",
"materialDown": "TexcTunan",
"materialUpper": "TexcTuis",
"materiallining": "Texctuap",
"productType": "310000013",
"productGroupId": 2,
"goodSignedFlag": true,
"goodMarkFlag": true,
"goodTurnFlag": true

"id": 30059,
"name": "string",
"gtin": "1234567891012",
"brand": "string",
"packageType": "BOX",
"innerUnitCount": 1,
"model": "001079-12",
"publicationDate": 1537304400000,
"inn": "5011017647",
"country": "KUTAN",
"productTypeDesc": "IMHETKU",
"color": "pozommul",
"materialDown": "TexcTunan",
"materialUpper": "TexcTuip",
"materiallLining": "TexcTtuup",
"productType": "310000013",
"productGroupId": 2,
"goodSignedFlag": true,
"goodMarkFlag": true,
"goodTurnFlag": true

}

1,
"total": 11210,

"errorCode": null

5.2 Method of information receiving on a goods item by
GTIN

URL: api/v3/product/info

Method: GET



Request header parameters:
e Authorization: Bearer <token>
URL parameters: gtins — GTIN list.

Example of response parameters (List of returned parameters can be different depending
on code goods group):

Parameter Type Description
id number | Goods unique number
name string | Goods name
gtin string | Goods GTIN
brand string | Brand name

packageType string | Packing type:

innerUnitCount | number | Number of goods copies

model string | Model of a producer

publicationDate | number | Posting date. Unix-time format in milliseconds

inn string | INN of a Russian producer

country string | Country of origin

productTypeDesc | string | Label name

color string | Colour

materialDown string | Bottom material

materialUpper string | Top material

materialLining string | Lining material

productType string | Product type

Goods group identifier in compliance with the “Supported goods

productGroupld | number groups list” appendix

Check box of GTIN card signing in the National catalogue. If

goodSignedFiag | boolean GTIN is received from GS1, true value always returns

Check box showing if the first attributes layer is filled in in the
National catalogue. GTINSs that checked “false” do not return in
responses and are not saved in the DB. If GTIN is received from
GS1, “true” value always returns

goodMarkFlag boolean




Check box showing if the second attributes layer is filled in in the

goodTurnFlag boolean | National catalogue. If GTIN is received from GS1, “true” value

always returns

HTTP-response status in case of success: 200 - OK

Request example:

curl -X GET
'https://ismp.crpt.ru/api/v3/product/api/v3/product/info?gtins=04690257113712
,04690257113712"'" -H 'Authorization: Bearer <TOKEH>'

OrBeT:

ANNNNANNNNANNNNANNNA

>*

HTTP/1.1 200

Server: nginx/1.14.0

Date: Sun, 27 Jan 2019 18:10:33 GMT
Content-Type: application/json;charset=UTF-8
Transfer-Encoding: chunked

Connection: keep-alive
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache

Expires: O

X-Frame-Options: DENY

Connection #0 to host ismp.crpt.ru left intact

"errorCode": <Kom ommbxm>,
"results": <MHpopmaumsa 1O ToBapam> [
{
"id": <ID Tomapa>, npmumep 30056,
"name": <HamMeHOBaHME TOBapa>
"gtin": "<GTIN ToOBapa>, NPUMEP
"brand": <HamMmeHOBaHMe OpeHOa>
"packageType": <Tun ynakoekmu>, npumep "BOX",
"innerUnitCount": <Umcio sK3eMIJISPOB ToBapa>, nNpumep 1,
"model": <Momesyb npomsBommuTesisa>, npmMep "001079-11",
"publicationDate": <Iara nyGmamukauum>, npmumep 1537304400000,

"inn": <VHH POCCHUMCKOI'O NPOM3BOIAUTEJIS>

"country": <CTpaHa NpPOM3BOICTBa>, mnpmmep "KUTAN",
"productTypeDesc": <HamMeHOBaHME Ha 3TUKeTke>, HnpumMep "IMHETKU",
"color": <leet>, npumep "Oejeni",

"materialDown": <MaTepmuajl Hmu3a>, npuMmep "TexcTuiap",
"materialUpper": <MaTepmuall Bepxa>, npmMep "TexcTuns",
"materiallining": <MarTepwaJs nopkianku>, npmumep "TexcTmis",

"productType": <Twn npomykra>, npmMep "310000013",
"productGroupId": <ID TOBApPHOM I'PYIIED>, IPUMED 2,
"goodSignedFlag": <®jmar Haamumsa noanmucu B HK>, npumep true,
"goodMarkFlag": <&jar 3anoJIHEHHOCTM aTpubyToB IepBOoTro cjos B HK>,

npmMep true,

"goodTurnFlag": <djar 3aloJIHEHHOCTU aTPpuOYTOB BTOPOITO cJjos B HK>,

npmMep true

}
1,




"total": <KojmuecTBO TOBApPOB>

}

6. Guide of TNVED codes

6.1 Method of output of 10-character TNVED codes list

URL.: /api/v3/facade/tnved/search
Method: GET
Request header parameters:

e Authorization: Bearer <token>

URL parameters:

Parameter | Type | Necessity Description
) . Array of 4-character TNVED codes used as prefixes of 10-
prefix string ) character TNVED codes in a response.
limit string - Maximum number of MC orders in a response.
offset string - Response page number, starting value 0.

Response parameters:

Parameter | Type Description

records - arrays including a list of 10-character TNVED codes meeting the request
conditions

code string | 10-character TNVED code

description | string | Text description of TNVED code

Response:

{

"records": [

{
"code": <10-Tm s3HauHeM kxom TH B3>, npmmep "6401100000",
"description": <OnmcaHue I'PyIIIE TOBapOB>

s
{

"code": <10-Tu 3HauHel konm TH B3>, npumep "6401100000",
"description": <OnmcaHue I'PyIIIE TOBapOB>

}



1,
"total": 71

http response status in case of success: 200 - OK

Request example:

curl -X GET
'https://ismp.crpt.ru/api/v3/facade/tnved/search?limit=10&offset=0&page=0&pre
fix=6401,6402,6403,6404,6405"'" -H 'Authorization: Bearer <TOKEH>'

OrBeT:

HTTP/1.1 200

Server: nginx/1.14.0

Date: Sun, 27 Jan 2019 18:10:33 GMT
Content-Type: application/json;charset=UTF-8
Transfer-Encoding: chunked

Connection: keep-alive
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache

Expires: O

X-Frame-Options: DENY

ANNNNANANANNANNNNANNNAN

*

Connection #0 to host ismp.crpt.ru left intact

"records": [
{
"code": "6401100000",
"description": "OBYBbL, TI'ETPH ¥ AHAJIOTVUHHE WU3OEJVA; UX IOETAJN.

BOJOHEIIPOHUIIAEMAA OBYBb C IIOIOMBOM M C BEPXOM M3 PE3VHH WM IIJIACTMACCH, BEPX
KOTOPOM HE KPEINUTCA K IOJOMBE U HE COEIMHAETCA C HEW HUM HUTOUHEM, HU
MIIMJIEYHEM, HM T'BO3OEBEM, HNM BMHTOBEM, HNM 3AKJIEIIOYHHM, HUM KAKVM-JIMEO IPYIVM

AHAJIOTVMYHBEIM CIIOCOBOM. - 00OyBb C 3allMTHEIM MeTaJIIMYeCKMM HOOHOCKOM"
b
{
"code": "6401921000",
"description": "OBYBbL, TI'ETPH ¥ AHAJIOTVUHHE WU3OEJIVA; UX IOETAJN.

BOJIOHEIIPOHUIIAEMAS OBYBbL C MOIOWBOM M C BEPXOM M3 PE3MHH WJIM IJIACTMACCH, BEPX
KOTOPOW HE KPEIUTCA K IOHONBE M HE COEIMHAETCSA C HEV HUM HWTOUHEM, HU
HWIMMJIEYHEM, HM T'BO3IEBEM, HM BMHTOBHM, HM 3AKJIEIIOYHHM, HM KAKVM-JIMBO IOPYTVM
AHAJIOTMYHHEM CIIOCOBOM. - - - C BEpPXOM M3 pe3uHB"
}
1,
"total": 71

7. Appendix.

The actual XSD schemes, examples of XML, CSV are specified in 'Help’
section https://shoes.crpt.ru/help/list.


https://shoes.crpt.ru/help/list

8.  Appendix. List of supported goods
groups

Name

(code) Description
clothes Items of clothing, bed linen, table linen, bath and kitchen linen
shoes Footwear
perfumery | Perfume and eau de toilette
tires Tyres and new pneumatic rubber tire casings

electronics | Photo cameras (except cine camera), flash lights and flash bulbs

milk Dairy products

bicycle Bicycles and bicycle frames

wheelchairs | Wheelchairs

9.  Appendix. Document on release into
turnover. Production in the Russian
Federation.

9.1 JSON format

Example:
{
"document description" : {
"participant inn": "0000000000",
"production date": "2012-11-22T720:13:10.0022",

"producer inn": "0000000000",

"owner inn": "0000000000",

"production type": "OWN_ PRODUCTION"
}y
"doc_ type": "Promotion Inform Selfmade",
"products": [

{



"production date": "2012-11-22T720:13:10.002Z",

"uit code": "0000000000000000000000000000000",

"uitu code": "000000000000000000",

"tnved code": "0123456789",

"producer inn": "0000000000",

"owner inn": "0000000000",

"certificate document": "CONFORMITY CERTIFICATE",
"certificate document number": "FFFFFE",

"certificate document date": "2014-11-22T20:13:10.002z"

Attribute content:

Name Description Type | Mandatory
participant_inn INN of a turnover participant string | yes
producer_inn INN of a producer string | yes

method of production
production_type Possible values of OWN_PRODUCTION | String | yes
- own production
production_date production date string | yes
Mandatory
uit_code Goods unique identifier (GUI) string if Litu is not
specified
Mandatory
uitu_code shipment packing unique identifier string if Uit is not
specified
tnved_code 10-character TNVED code string | yes
type of mandatory certification document.
Possible
op value CONFORMITY _CERTIFICATE- .
certificate_document i I string | yes
conformity certificate,
CONFORMITY_DECLARATION -
conformity declaration.
certificate_document_number number of mandatory certification string | yes
document




certificate_document_date date of mandatory certification document | string | yes

10. Appendix. Document on release into
turnover. Production outside EEU

10.1 JSON format

Example:

{
"doc_type": "GOODSIMPORT",
"document description": {
"participant inn": "0000000000",
"declaration date": "2019-12-31T21:00:00.000z",
"declaration number": "decl num",
"customs_ code": "customs code",
"decision code": 1
b
"products": [
{
"uit code": "0000000000000000000000000000000",
"uitu code": "000000000000000000",
"tnved code": "0123456789",
"certificate document": "CONFORMITY DECLARATION",
"certificate document number": "FFFFFE",
"certificate document date": "2014-11-22T21:00:00.0002",

Attribute content:

Name Description Type | Mandatory
participant_inn INN of a turnover participant. string | yes
declaration_date Goods declaration date string | yes
declaration_number Goods declaration number string | yes
customs_code Customs body code string | yes
decision_code Decision code string | yes




Mandatory

uit_code Goods unique identifier String | i ity is not

specified

Mandatory

uitu_code shipment packing unique identifier string if uit is not

specified

tnved_code 10-character TNVED code string | yes

type of mandatory certification document.

Possible
value CONFORMITY _CERTIFICATE-

certificate_document conformity certificate, string | yes
CONFORMITY_DECLARATION -
conformity declaration.

certificate_document_number number of mandatory certification string | yes

document

certificate_document_date date of mandatory certification document | string | yes

11. Appendix. Document on release into
turnover. Contract production in the
Russian Federation

11.1 JSON format

Example:

{

"producer inn": "0000000000",

"owner inn": "2222222222",

"participant type":"owner",

"production date": "2019-04-10T00:00:00.0002",
"production order": "CONTRACT PRODUCTION",

"products list": [
{
"uit": "0000000000000000000000000000000",
"uitu code": "000000000000000000",




"tnved code": "123456789",

"production date": "2019-04-10T00:00:00.000z",
"certificate doc type": "CONFORMITY CERTIFICATE",
"certificate doc number": "12345",
"certificate doc date": "2019-04-10T00:00:00.0002"

}
]
}

Attribute content:

Name Description | Type | Mandatory
INN of
producer_inn goods string | yes
producer or
importer
INN of
owner_inn goods string | yes
owner
type of
participant
involved
into
participant_type turnover string | yes
admissible
values for
producer
or owner
. Production .
production_date date string | yes
. Production .
production_order order type string | yes
Goods Mandatory
. . . if uitu is
uit unique string
. e not
identifier specified
Sgéﬁment Mandatory
uitu Bni ueg string | if uit is not
unique specified
identifier
tnved_code 10- string | yes




character
code of
EEU
TNVED

production_date

Goods
production
date (differs
from the
specified in
the general
data on
goods
release into
turnover)

string

no

certificate_doc_type

Types
mandatory
certification
documents

string

yes

certificate_doc_number

Conformity
certificate
number

string

yes

certificate_doc_date

Conformity
certificate
date

string

yes

12.  Appendix. Document on release into
turnover. Receival from physical entities.

12.1 JSON format

Example:

{

"participant inn":

"product receiving date":

"products list": [
{

"uit": "0000000000000000000000000000000",

"1111111111",

"2019-12-04T00:00:00.0002",

"uitu code": "000000000000000000",
"product receiving date":

}
]

"2019-12-04T00:00:00.0002Z"




}

Attribute content:

Name Description | Type | Mandatory
INN of
participant_inn turnover string | yes
participant
Goods
product_receiving_date | receiving string | yes
date
Mandatory
. Goods ifuitu is
uit unique string not
identifier specified
SZéﬁment Mandatory
uitu Bni ueg string | if uit is not
unique specified
identifier

13. Appendix. Document on release into
turnover. Cross-border trade

13.1 JSON format

Example:

{

"trade participant inn":
"sendex tax number":
"exporter name":
"country oksm":
"import date":
"primary document number":
"primary document date":

"123456",
"Company name",
"112",

1112311,

"products list": [

{

"ooooooooo0Q™,

"2019-04-10T00:00:00.0002",

"2019-04-10T00:00:00.0002",

"ki": "0000000000000000000000000000000",
"kitu" : "",

"tnved code": "123456789",

"cost": "100"’

"vat value": "13",
"certificate doc type":
"certificate doc number":

"CONFORMITY CERT",
"12345",




"certificate doc _date":

}
]

}

Attribute content:

"2019-04-10T00:00:00.0002"

Name Description | Type |Mandatory
INN of
trade_participant_inn turnover string | yes
participant
Consignor’s
sender_tax_number taxpayer string | yes
number
Exporter .
exporter_name string | yes
name
Country
country_oksm code as per |string |yes
OKSM
import_date Import date |string |yes
Number of
a primary
rimary_document_number document strin es
P Y- - confirming g Y
goods
movement
Date of a
primary
rimary_document_date document strin es
P y- - confirming g Y
goods
movement
products_list Goods list | string | yes
Mandatory
. Goods — ifkituis
ki unique string
e not
identifier specified
. Shipment . Mandatory
kitu packing string if ki is not




unique specified
identifier
Floating
cost Unit price | point yes
number
Floating
vat_value VAT value | point yes
number
10-
character
tnved_code code of string | yes
EEU
TNVED
Types of
- mandatory .
certificate_doc_type certification string | yes
documents
Conformity
certificate_doc_number certificate | string | yes
number
Conformity
certificate_doc_date certificate |string | yes
date

14.  Appendix. Document on release into
turnover. Marking of remaining amount

14.1 JSON format

{
"trade participant inn": "0000000000",
"products list": [
{

"ki™: "0000000000000000000000000000000",
"kitu" . nwn
"country":"000",

"declaration number":"number",

"declaration date":"2019-12-02T00:00:00.0002",
"certificate type":"CONFORMITY CERTIFICATE",



"certificate number":"number",
"certificate date":"2019-12-04T00:00:00.0002"
}
]
}

Attribute content:

Name Description Type Mandatory
trade_participant_inn INN of a turnover strin es
P pant_ participant g y
products_list Goods parameters array yes
. Goods unique . Mandatory if kitu is not

ki o string o~
identifier specified

Kitu Sh_lpme_nt pa_cl_<|ng string Man_dz_;ltory if ki is not
unique identifier specified

. Goods declaration .

declaration_number string no
number

declaration_date Goods declaration string no
date

country Country of origin string no
Types of mandatory

certificate_type certification string no
documents

certificate_number Con.fc_>rm|ty string no
certificate number

- Conformity .
certificate_date certificate date string no

15. Appendix. Document on goods
shipment

15.1 JSON format

Example:

{
"document num": "0000000000",



"document date": "2018-10-13T00:00:00.000Z",

"receiver inn": "0000000000",
"receiver": "IOPIT",

"sender inn": "0000000000",
"sender": "string",

"owner inn": "0000000000",
"owner": "IPIT",

"request type": "SHIPMENT",
"turnover type": "SELLING",
"transfer date": "2018-10-13T00:00:00.000Z",
"pdf": "string",

"withdrawal type": "string"
"withdrawal date": "string"

"st contract id": "string",

"to not participant": true/false,
"products": [

{
"uitu code": "000000000000000000",
"uit code": "0000000000000000000000000000000™,
"product description": "string",
"product cost": 1000,
"product tax": 10

After successful validation of a shipping document its status is applied for
WAIT_ACCEPTANCE [Waiting for acceptance]. Once accepted the document status changes to

CHECKED_OK.

Attribute content:

Name Description Type Mandatory
document_num primary document number string yes
document_date primary document date string yes
transfer_date date of marked goods hand over string yes
receiver_inn INN of a consignee string yes
receiver Consignee name string yes
owner_inn INN of the owner string yes
owner owner name string yes
turnover_type shipment type. Possible values of string yes

SELLING- sale
withdrawal _type Reason for withdrawal from string no




turnover
withdrawal_date Date of withdrawal from turnover | string no
st_contract_id State contract identifier string no
. attribute of shipment for a non- :
to_not_participant - string yes
participant
Mandatory
uit_code Goods unique identifier string i uity is not
specified
Mandatory
uitu_code Shipment packing unique identifier | string if Uit is not
specified
product_description | product name string yes
product_cost unit price Floating point no
number
product_tax VAT value Floating point no
number

16. Appendix. Document on goods
shipment cancellation

16.1 JSON format

Example:

{

"participant inn":
"shipment number":

}

Attribute content:

"0000000000",
"string"

Name

Description

Type

Mandatory

participant_inn

INN of a turnover participant

string

yes




shipment_number | number of a cancelled shipment document

string

yes

17. Appendix. Document on goods

acceptance
17.1 JSON format

Example:

{
"request type": "ACCEPTANCE",
"release order number": "string",
"products": [

{

"uit code": "0000000000000000000000000000000™,

"product description": "string",
"product cost": 100,
"product tax": 10
}
1,

"document date": "2018-12-31T21:00:00.000z",
"transfer date": "2019-01-01T21:00:00.000z",
"document number": "string",

"trade sender inn": "0000000000",

"trade owner inn": "0000000000",

"trade sender name": "string",

"trade owner name": "string",

"trade recipient inn": "0000000000",
"turnover type": "SELLING",

"acceptance date": "2019-01-01T21:00:00.0002",
"release method": "CROSSBORDER"

Attribute content:

Name Description Type Mandatory
release_order_number | number of shipment request | string yes
document_date primary document date. string yes
transfer_date goods shipment date string yes
document_number primary document number | string yes




trade_sender_inn INN of a consignor string yes
trade_owner_inn INN of a consignee string yes
name of a consignor .
trade_sender_name N string yes
organization
name of a consignee .
trade_owner_name o string yes
organization
tumover tvoe shipment type. Possible strin yes, if release_method is
-yp values of SELLING- sale g not specified
acceptance_date goods acceptance date string yes
release into turnover method
Only for acceptance
"release_method" string no
of a cross-border shipping
document
Mandatory
uit_code Goods unique identifier string
if uitu is not specified
. . . Mandatory
uitu_code ﬁjrgr?t?;?enrt packing unique string
if uit is not specified
product_description | product name string yes
product_cost unit price Floating point no
number
product_tax VAT value Floating point no

number

18. Appendix. Document on goods
withdrawal from turnover at sale to the
final consumer

18.1 JSON format

Example:




"order number":
"order date":
"inn": "0000000000",
"action": 1,

"action date":
"document type": 1,
"document number":
"document date":
"products": [

{

"uit code":

"string",
"2018-09-17T21:00:00.0002",

"2018-09-17T21:00:00.0002z",
"string",

"2018-09-17T21:00:00.000z2",

"0000000000000000000000000000000™",

"uitu code":"000000000000000000",

"product cost":

}
}

Attribute content:

1000

Name Description Type Mandatory
order_number Request number on withdrawal from string | yes
turnover.
order_date Date of request on withdrawal from string | yes
turnover
inn INN of a turnover participant string | yes
action Type of withdrawal from turnover string | yes
action_date Date of withdrawal from turnover string | yes
document_type Type of document string | yes
document_number Document number string | yes
document_date Document date string | yes
Mandatory
uit_code Goods unique identifier string i uitu is not
specified
Mandatory
uitu_code Shipment packing unique identifier string if Uit is not
specified
primary_document_type primary document type string | yes
primary_document_number | primary document number string | yes




primary_document_date

primary document date

string

yes

product_cost

goods price

string

yes

19. Appendix. Document on MC drop out
with/without IM

19.1 JSON format

Example:
{
"trade participant inn": "1111111111",
"cancellation reason": "KM SPOILED",
"cancellation doc_date": "2019-02-09T21:00:00.000Z",
"cancellation doc_number": "document number",
"km list": [
{
"uit": "0000000000000000000000000000000",
"uitu": "000000000000000000"
"cancellation reason": "KM SPOILED"

}
]
}

Attribute content:

Name Description Type Mandatory
trade_participant_inn INN of a turnover participant string | yes
cancelation_reason Drop out reason string | yes
cancellation_doc_date document date confirming the drop out | string | yes

. Document number confirming the drop | _, .

cancellation_doc_number out string | yes
Mandatory

uit Goods unique identifier string if Lity is not
specified
Mandatory

uitu Shipment packing unique identifier string
if uit is not specified




cancellation_reason Drop out reason string | yes

20. Appendix. Document on goods

remarking

20.1 JSON format

Example:
{
"participant inn": "0000000000",
"remarking date": "2018-09-17T21:00:00.0002z",
"remarking cause": "DAMAGED OR LOST",
"products": [
{
"certificate document": "CONFORMITY CERT",
"certificate document number": "certificateDocumentNumber",
"certificate document date": "2018-09-17T21:00:00.0002z",
"last uin": "lastUin",
"new uin": "newUin",
"remarking date": "2018-09-17T21:00:00.0002",
"remarking cause": "DAMAGED OR LOST"

}

}
]

Attribute content:

certificate, CONFORMITY_DECLAR
- conformity declaration

Name Description Type | Mandatory
participant_inn INN of a turnover participant string | yes
remarking_date Remarking date string | yes

Remarking

reason DAMAGED_OR_LOST (IM
remarking_cause with MC is damaged or

lost), ERROR_DETECTED (Goods

description errors are revealed)

Type of mandatory certification

document. CONFORMITY_CERT -
certificate_document conformity string | yes




Number of mandatory certification

lost), ERROR_DETECTED (Goods
description errors are revealed)

certificate_document_number string | yes
document
certificate_document_date Date of mandatory certification string | yes
document
last_uin Previous goods unique identifier string | yes
new_uin New goods unique identifier string | yes
remarking_date Remarking date string | no
Remarking
reason DAMAGED_OR_LOST (IM
remarking_cause with MC is damaged or string | no

21.  Appendix. Document on shipping
package aggregation

21.1 JSON format

"participantId":"0000000000",

"aggregationUnits": [

{

"unitSerialNumber":"2000011111000012111",
"aggregationType" : "AGGREGATION",

"sntins": [
"0000000000000000000000000000000", "000001111100001112"
]
}
]
}
Attribute content:
Name Description Type | Mandatory

participantld

INN of a turnover
participant

string | yes

aggregationUnits

Array of created
aggregates

array |yes

unitSerialNumber | Aggregate SSCC code | string | yes




. aggregation type shall .
aggregationType bgq. A%;GRE%I%TION" string | yes
sntins MC in an aggregate array |yes

22.  Appendix. Document on shipping
package disaggregation

22.1 JSON format

{
"participant inn": "5834052090",

"products list": [

{
"uitu": "147600877000000010"

b A
"uitu": "147600877000000055"

b A
"uitu": "147600877000000132"
}
]
}

Attribute content:

Name Description | Type | Mandatory
INN of a
participant_inn | turnover string | yes
participant
Array of

products_list | aggregates for |array |yes
disaggregation

Aggregate

SSCCcode | SN |Yes

uitu

23.  Appendix. Document on shipping
package re-aggregation

23.1 JSON format



"participant inn": "0000000000",
"reaggregation type": "REMOVING",
"uitu": "111111111111111111",
"uit uitu list": [
{
"uit uitu": "0000000000000000000000000000000"
boo A
"uit uitu": "000000000000000000"
bro Ao
"uit uwitu": "1111111111111111111111111111111"
}
]
}

Attribute content:

Name Description Type | Mandatory
- . INN of turnover .
participant_inn participant string | yes
Operation
tion t type: REMOVING - i
reaggregation_type | ‘o oo ADDING | STING | Yes
- adding
uitu (I;gzgmed aggregate string | yes
o Array of aggregates
Uit_uitu_list for adding/withdrawal | &Y | Y&
uit_uitu Marking codes for string | yes
- adding/withdrawal

24.  Appendix. Document on remaining
goods description

24.1 JSON format

{
"trade participant inn": "0000000000",
"products list": [
{
"tnved code 2" : "62",
"brand": "Toproeas mapkxa",



"name": "HammMeHOBaHMe TOBapa',

"product gender":
"release method":
"consumer age":
"model": "Monesnp"

Attribute content:

"PRODUCED IN RF",
"BospacTHaa kaTeropua'",

Name Description Typ
trade_participant_inn INN of a turnover participant strin
products_list Goods parameters array
tnved code_2 Goods nomenclature code (2 characters) strin
brand Trade brand strin
name Goods name strin
product_gender Footwear, gender category guid
release_method Goods turnover release method guid
consumer_age Age category strin
model Model strin

25. Examples:

25.1 Authentication by EQES/Documents signing

25.1.1 Example of a security token obtaining at login with attached
signature/signing of documents with detached signature in 1C

// sThumbprint - oTneuaTok cepTudMKaTa, MCIOJB3YEMOTO OJS MNOANMUCHK; CTPOKa,
// mpencTaBigolasd OTIEYaTOK B MECTHANLATEPUUHOM BUIE

// mpuMep 195934d72dcdf69149901d6632acad562d8806d8

// TexcrlnalloonmMcu OOJIXeH OLHITL B Base64

// bDetached - Mctumua/Jloxb - OTKperséHHAadA (O NOANMCAaHUA

IOOKYMEHTOB) /IPUKPENJEHHAd (IJIS MMOJyUeHMS TOKEeHa aBTOPM3aluM) [IOINNCH



dyHkumsa [omnucarbTexkcT (Texcrlnallonnucy, sThumbprint, bDetached)
CADESCOM BASE64 TO BINARY = 1; // BxXomHele HaHHEE npumiyu B Base64

CADESCOM CADES TYPE = 1; // Twun yCOBEPWEHCTBOBAHHON MONNMCHU

CAPICOM AUTHENTICATED ATTRIBUTE SIGNING TIME = 0; // ATpuOyT WTaMmna BPEMeHU
IOONMUCHK

oSigner = Hopemi COMOOBekT ("CAJESCOM.CPSigner") ;

// OBBexkT, s3ajanmyii NapaMeTpH CO3HaHMusa UM comepxammy mHoopMaumo o0
YCOBEPUEHCTBOBAHHOM MOAIMUCK.

oSigner.Certificate = NonyuureCeprudbmurariioOTneuarky (sThumbprint) ;

oSigningTimeAttr = Homwemt COMOOBekT ("CAJESCOM.CPAttribute");
oSigningTimeAttr.Name = CAPICOM AUTHENTICATED ATTRIBUTE SIGNING TIME;
oSigningTimeAttr.Value = TexymasalaTa();
oSigner.AuthenticatedAttributes2.Add (oSigningTimeAttr) ;

TexcrInallonnucu = Coxkpllll (TexcrOnallonnucu) ;

oSignedData = Homwmt COMOGBekT ("CAJESCOM.CadesSignedData") ;

// O6wbekT CadesSignedData mpemocTaBjigeT CBOMCTBA M METOHE IJg paboTel C
YCOBEPUEHCTBOBAHHOY MONIMCHI.

oSignedData.ContentEncoding = CADESCOM BASE64 TO BINARY;
SignedData.Content = Coxplll (TexkcrOnallonnucu) ;

EncodingType = 0;

sSignedMessage = oSignedData.SignCades (oSigner, CADESCOM CADES TYPE,
bDetached, EncodingType) ;

// Meron mobaBjigeT K COOOIUEHUN yCOBEPIEHCTBOBAHHYW MNOINNUCH .

BosepaT sSignedMessage; // Hommnuce B dopmaTe Basebd

Korneu®yHkumm

//OTneyaTok - cTpoka HEX
dynkuma IonyunTeCepTudmkarlioOrneuvarky (OrneuaToxkCTp)

Pes = HeonpemeneHo; // HavnnenHuewt ceprtudmkar (Com-o6BHEKT)
CAPICOM CURRENT USER STORE = 2;

//2 - VckaTb cepTuomxar B BeTke "JIMuHoe" XpaHMIMIA .
CAPICOM MY STORE = "My";

// YkaseBaeM, uTO BeTky "JInuhHoe" OepeM U3 XPaHUIMIA TEeKyleTo [10JIb30BaTesid
CAPICOM STORE OPEN READ ONLY = 0; // OTKpPHEITE XPaHWIMIE TOJbBKO Ha UYTEHUE
oStore = Homemt COMOGmekT ("CAJESCOM.Store"); // OOBEKT ONMUCHBAET XPaHUIIMIE
cepTUdUKaTOB

oStore.Open (CAPICOM CURRENT USER STORE, CAPICOM MY STORE,

CAPICOM STORE OPEN READ ONLY); // OTKPEITH XpaHuiuue CepTudMKaToB

// 1 BapuaHT: MNOMCK cepTudmkarTa IO OTIEUATKY

CAPICOM CERTIFICATE FIND SHAl HASH = 0;

Certificates = oStore.Certificates.Find(CAPICOM CERTIFICATE FIND SHA1l HASH,
OrneuaToxCTp) ;

Pe3 = Certificates.Item(l);

//2 BapMaHT: OOXONOM IO KOJUJIEKLMM U CPaBHEHME C OTIeUaTKOM

//I0na Kaxmoro TexCeptuouxkar N3 oStore.Certificates Huxn

//TexOrneuarok = TexCeprudrkar.Thumbprint; // Bo3BpamaeTcs OTIEYATOK B
meCcTHAALIATEPUYHOM BUIE

//Ecnn BPET (TexOrneuarok) = BPET (OrneuaroxCrp) Torma //Pes = TexCepTudmkar;



//llpepBaTh;

/ /KoueuEcmu;

/ /Koueullukia;

oStore.Close(); // BakpuTh XpaHWIMuie CepTUOMKATOB UM OCBOBOAUTEL OOBEKT 61

BoszspatT Pes;
KoneudyHkumm

25.1.2 Example of a security token obtaining at REACT JS login.

import { CadesPluginer as anyName } from "Qcrpt/cades-pluginer"; //or
import CadesPluginer from "@crpt/cades-pluginer";

//usually you will need 2 methods
CadesPluginer.getFinalCertsArray () .then(certs => {

console.log("certs", certs);
CadesPluginer.signMessage ("lalala", certs[0].certificate).then(signed =>
console.log("signed", signed);

)7
) ;

25.1.3 Example of a security token obtaining at login with attached
signature/signing of documents with a detached signature on Java.

String data = ...//nonydeHme kxoma InJjsg aBTOPM3aLUN

boolean detached = false;

// false - npukpenjéHHas (IJg [NOJyYeHMS TOKeHa aBTOopM3aluM) IONNUCH
// true - oTkpeluU&HHAA (OJI9 MOONMCAHUS OOKYMEHTOB) [IOINMCH

//®opMMpPOBaHME IOIIMUCK

KeyStore keyStore = loadKeyStore ();//mHMUMaIM3alUMsa XPaHWIMIA KIOUENR
List<X509CertificateHolder> chain = new ArrayList<>();

List<Certificate> certs = Arrays.aslList(keyStore.getCertificateChain(alias));
certs.forEach (cert -> {

try {
chain.add (new X509CertificateHolder (cert.getEncoded()));
} catch (IOException | CertificateEncodingException e) {

log.error ("Error while building certificate chain", e);
}
1)
PrivateKey privateKey = (PrivateKey) (keyStore.getKey(alias, password));
ByteArrayOutputStream out = new ByteArrayOutputStream();
CAdESSignature signature = new CAdESSignature (detached) ;
signature.setCertificateStore(new CollectionStore (chain));

final Hashtable table = new Hashtable():;
Attribute attr = new Attribute (CMSAttributes.signingTime,

new DERSet (new Time (new Date()))); // ycTaHaBimMBaeM BpeMsd
MIOONMCU

table.put (attr.getAttrType (), attr);

AttributeTable attrTable = new AttributeTable (table);



//OoBaBjieHMe MNOANMCAHTAa. AJTOPUTMEI MOTYT OTJIMUATHCH B 3aBUCHMMOCTU OT
Tpe®OoBaHUM
signature.addSigner (JCP.PROVIDER NAME,
JCP.GOST DIGEST OID,
JCP.GOST EL DH 0ID,
privateKey,
certs,
CAdESType.CAdES BES,
null,
false,
attrTable,
null);

signature.open (out) ;

signature.update (data) ;

signature.close();

byte[] signedCode = out.toByteArray();

//Vicrionib30BaTE MONNMCAHHEI KOI IJid MOJIydeHMre TOoKeHa / COOpMMPOBAHHY
OTKpEeIJIeHHYK nonnuck YKOII mokyMeHTa BMeCTe C CaMMM IOOKYMEHTOM

Description of plugin methods:

Method Description

Init plugin, create store, . Cert: {certificate: {}, info: [] },
certificate is an original cadesplugin Certificate object, info is
an array [name, date_from, date_to, serial_number].

getFinalCertsArray():
Promise<Cert[]>

signMessage(message, cert,

detached): Promise Sign message with selected certificate.




